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多安全漏洞，因此 SIP 的安全机制成为目前的研究热点之一。 
本文主要研究 SIP 通信系统在通信之前的身份认证机制，以保障通信的
可靠性。围绕这个研究目标，本文首先对 SIP 通信的网络架构、消息结构和
注册过程进行研究。借助开源协议栈 oSIP，在 Windows 平台上实现了用户










































With Internet commercial revolution and Network crisis development, The 
Public Switched Telephone Network (PSTN) whose character is circuit switching is 
giving way to the Next-Generation Network (NGN) whose character is packet 
switching. The softswitch is the most important element of the NGN, it can integrate 
voice, data and video, and it can execute protocol translations between separate 
networks. Session Initiation Protocol (SIP) is scalable, easy to implement, and 
requires less setup time than its predecessor protocols. Being text based, it is easy to 
program. Because of these advantages, it has became the most important protocol in 
softswitch system. However, the same as many Internet protocols, SIP was designed 
with simplicity, not security. When the developers use the protocol to develop 
products, there are some vulnerabilities. For this reason, at present, a very hot topic in 
the SIP standardization track is security mechanism. 
The main purpose of this paper is to study authentication mechanism before 
communication between users, in order to provide reliability to SIP communications.  
At first, this paper analyzes network infrastructure of SIP system, SIP message, 
registration process. With oSIP stack, we implemented User Agent in windows 
platform and Registrar Server in linux. 
Then we present the register attack, a new kind of a denial of service attack on 
SIP servers. The document of RFC3261 recommends we use the challenge/response 
mechanism to prevent the attack. But the mechanism will reduce the throughput of the 
server and bring new possibilities for attacking the server. We present a new authentication 
mechanism, motivated by the one-password mechanism. 
Finally, we focus on performance issues. By means of a real tested implementation, we 
provide an experimental performance analysis of the SIP security mechanisms. According to 
the result , the server with my authentication mechanism can prevent the unregister 
attack and the throughput also improved. So the mechanism has some comparative 
superiority and appliance foreground. 
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